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Abstract— In general, systems are formed by the composition of several components, and may exhibit a large
number of states. The growth of the model with the number of system components leads to high computational
costs for diagnosis techniques based on the global model. Recently, a new approach to online diagnosis of modular
systems that avoids the computation of the global system model is presented. The new approach has lead to the
definition of synchronous diagnosability of modular systems. Although this method avoids the computational
growth for online diagnosis, the verification of the synchronous diagnosability of the system is exponential in the
number of system components and states. Moreover, the delay bound for synchronous diagnosis has not been
computed. In this paper, we present an algorithm for the verification of synchronous diagnosability with lower
computational complexity than the algorithm proposed in the literature, and we also present an algorithm for
the computation of the delay bound for diagnosis of modular systems.
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1 Introduction

Several works in the literature address the prob-
lem of fault diagnosis of discrete-event systems
(DESs) (Sampath et al., 1995; Basilio et al., 2012;
Carvalho et al., 2013). In Sampath et al. (1995),
a diagnoser that can be used to verify the diag-
nosability of the language of the system, and can
be straightforwardly implemented for online fault
diagnosis is proposed. The diagnoser proposed in
Sampath et al. (1995) is an observer computed us-
ing the automaton model of the system, which can
be formed by the composition of several compo-
nents, and may exhibit a large number of states.
In fact, it is known that the global system model,
obtained from the parallel composition of all sys-
tem components, can grow exponentially with the
number of its components.

In order to avoid the computation of the
global system model, fault diagnosis schemes that
take advantage of the system modular structure
have been proposed in the literature (Debouk
et al., 2002; Contant et al., 2006; Zhou et al.,
2008). Recently, in Cabral et al. (2015a), a new
approach to online fault diagnosis of modular sys-
tems has been proposed. The diagnosis method
presented in Cabral et al. (2015a) is based on the
computation of a Petri net diagnoser that esti-
mates the states of the normal behavior of each
component of the system, and synchronizes the
occurrence of observable events in these compo-
nents. Moreover, in Cabral et al. (2015a), the
definition of synchronous diagnosability, and an
algorithm to verify this property, are presented.

Although the method presented in Cabral
et al. (2015a) avoids the computation of the global
system model and observers for online fault diag-
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nosis, the synchronous diagnosability verification
requires the computation of observers of the sys-
tem modules, and, therefore, the verifier can grow
exponentially with the number of states of the sys-
tem components.

Another issue of the diagnosis method pre-
sented in Cabral et al. (2015a) lies on the fact
that if the system is synchronously diagnosable,
the language observed by the Petri net diagnoser
can be larger than the projection of the normal
language generated by the system. This fact can
lead to a larger delay bound for diagnosis by us-
ing the method proposed in Cabral et al. (2015a)
than by using the traditional monolithic diagnoser
(Sampath et al., 1995). The increase in the delay
bound for diagnosis reduces the efficiency of the
diagnostic system, and, in some cases, can make
this system useless.

In this paper, we propose a polynomial time
algorithm in the size of the system modules, to
verify the synchronous diagnosability of the sys-
tem language. In addition, we also propose an
algorithm for the computation of the delay bound
for synchronous diagnosis. The value of the delay
bound can be used to determine if the synchronous
diagnosis scheme can be efficiently applied to the
system.

2 Preliminaries
2.1 Notation and definitions

Let G = (Q,%, f,q0,Qm) denote the automaton
model of a DES, where @ is the state-space, X
is the finite set of events, f : Q X ¥* — @ is
the transition function, where X* is the Kleene-
closure of ¥ (Cassandras and Lafortune, 2008), qo
is the initial state of the system, and @, is the set
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of marked states. For the sake of simplicity, the
set of marked states will be omitted unless stated
otherwise. The language generated by G, L(G),
is denoted in this paper by L.

The accessible part of G, denoted as Ac(G)
and the coaccessible part of G, denoted as
CoAc(@G), are defined as usual (Cassandras and
Lafortune, 2008). Let G; and G2 be two au-
tomata. Then, G; x Gy and G;|G2 denote
the product and the parallel compositions of
G and (3, respectively (Cassandras and Lafor-
tune, 2008).

The projection operation Py : X* — X%,
where ¥y C X, is defined as usual (Cassandras
and Lafortune, 2008).

Let Ly, Lg C ¥*, and let X, C X. Then

PS(LAQLB)QPS(LA)QPS(LB). (1)

Let us now suppose that the event set of G
is partitioned as ¥ = ¥, U X,,, where ¥, and
Yuo denote the set of observable and unobservable
events, respectively, and let ¥y C X,,, denote the
set of fault events. In this paper, for the sake
of simplicity, it is assumed that there is only one
fault event, i.e., Ly = {o}.

The unobservable reach of a state ¢ € @, with
respect to an observable event set Y., is defined as
the set of states that are reached from g by traces
in X _, i.e,

uo?

UR(q,%,) ={qd € Q: [Fs € 5}, ][f(q,5) = ¢']}.

The unobservable reach can be extended to a
set © C Q as:

R(©,%,) = | J UR(q, %0).

qEO

Let Gg, k=1,...,r, be the automaton mod-
els of the components of the system, and let ) C
3 be the set of events of Gj. Let ¥, = X, N Xy
denote the set of observable events of (Gi. Notice
that, if o € ¥,, N ¥;, than o € ¥,,, i.e., if an
event is observable for a component, than it is ob-
servable for all components for which o is defined.

A faulty trace is a sequence of events s such
that oy is one of the events that form s. A nor-
mal trace, on the other hand, does not contain
the event oy. The normal language Ly C L de-
notes the set of all normal traces of L, and the
subautomaton of G that generates Ly is denoted
by Gn. Thus, the set of all traces generated by
the system that contain o is Ly = L\ Ly.

Let P, : ¥* — 3% be a projection. Then, it is
always possible to obtain a deterministic automa-
ton whose generated language is equal to P,(L).
This automaton is the observer of G, denoted by
Obs(G,%,) = (Qobss X0 fobss 90,0bs) (Cassandras
and Lafortune, 2008).
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2.2 Diagnosability of Discrete-Fvent Systems

The following definition of language diagnosability
can be stated (Sampath et al., 1995).

Definition 1 Let L and Ly C L be the live and
prefix-closed languages generated by G and Gy,
respectively. Then, L is said to be diagnosable with
respect to projection P, : ¥* — X% and Xy if

(3n eN)(Vs € L\ Ln)(Vst € L\ Ly, ||t]| > n) =
(Po(st) & Po(Ln)),

where ||.|| denotes the length of a trace. a

According to Definition 1, L is diagnosable
with respect to P, and X if, and only if, for
all faulty traces st with arbitrarily long length
after the occurrence of a fault event, there does
not exist a normal trace sy € Ly, such that
P,(st) = P,(sn). Therefore, if L is diagnosable,
then it is always possible to identify the occur-
rence of a fault event after a bounded number of
occurrences of events.

3 Synchronous diagnosability verifier

In Cabral et al. (2015b), a Petri net diagnoser,
built from the non-faulty part of the system Gy, is
proposed. Although the proposed diagnoser grows
polynomially with the size of G, Gx has expo-
nential growth with the number of systems com-
ponents, since it can be obtained from the parallel
composition of the normal behavior of the sys-
tem components, i.e., Gy = Gy, |G|l - - - ||Gn,
where G, models the normal behavior of the sys-
tem component Gy.

In order to circumvent this problem, in Cabral
et al. (2015a) a synchronous diagnoser, based
on the on-line state estimate of the non-faulty
part of the system components, is proposed. In
other words, considering, without loss of general-
ity, that the normal part of the system G is com-
posed of two modules G, and Gy,, the observed
traces of these modules, synchronized on observ-
able events, are used to diagnose the fault events
of system G. In Cabral et al. (2015a) it is shown
that the observed language of a synchronous di-
agnoser can be a larger set than the language
observed by a diagnoser based on the mono-
lithic system model, i.e., £L(Obs(G1|Gz,%,)) C
L(0bs(G1,%,,)||0bs(G2, %,,)). This fact leads to
the definition of synchronous diagnosability of the
language of a modular system. Without loss of
generality, in the following definition we consider
that the system G is composed of only two com-
ponents Gy and Ga, i.e., G = G1||Gs.

Definition 2 Let Gy = Gn, ||Gn,, where Gy, is
the automaton that models the normal behavior of
G, and let Ly, denote the language generated by
Gn,, for k = 1,2. Then, L is said to be syn-
chronously diagnosable with respect to Ly, , Ln,,
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P i 5 5%, Py S 5 55, P, 5 o X and
Sy if

(In € N)(Vs € Lp)(Vst € Lp, ||t| > n) =
(Po(st) & Po(Pr ' (Li,)) N Po(Py ' (L)))- O

It is important to remark that Definition 2
of synchronous diagnosability of a language L
is equivalent to the standard definition of di-
agnosability (Definition 1) of a language L, =
Lr U Ly,, where Ly, is such that P,(Ly,) =
Py(P (L) 0 Po(Py M (Liv,)-

The algorithm presented in Cabral et al.
(2015a) to verify synchronous diagnosability of
DESs is exponential in the number of system com-
ponents, and also in the number of states of the
components. In this paper, we propose a modi-
fication of the verification algorithm presented in
Cabral et al. (2015a), based on the algorithm pro-
posed in Moreira et al. (2011), in order to prevent
the exponential computational complexity with
the number of states of the system components.
This modification lies in the introduction of a re-
naming function of unobservable events, and pre-
vent the use of observers.

Algorithm 1 Gy

Input: Automata G1, G2 and G.
Output: Verifier automaton G{\f.

1: Compute automaton Gp that models the
faulty behavior of the system by using the
method presented in Moreira et al. (2011).

2: Compute automaton Gy that models the
normal behavior of G by using the method
presented in Moreira et al. (2011).

3: Compute automata Gy, , for k = 1,2 as fol-
lows:

3.1: Remove from Gy, the transitions that are
not associated with a transition in Gy,
resulting in automata G’Nk, k=1,2.

3.2: Compute automata Gy, = Ac(Gly, ).
Notice that the set of events of Gn,,
YN, can be partitioned as Xy, =
E'Uf;yNkUEka where Yyo N, = X\ (X0, U
Xy).

: Compute automaton GE as follows:
P N

4.1: Define function Ry : Xy, — Ef,k, as:

| o, if o € Xy,
Rk:(U) N { ORy» ZfU € Euo,Nk. (2)

4.2: Construct automata Gﬁk = (Qn,,
Eﬁkafﬁk,qO,Nk), for k = 1,2, with
fjl\?k(quRk(U)) = ka(qu7U)7 Vo €

S,
4.3: Compute GR = GR |GR. .

ISSN 2525-8311

5: Compute the verifier automaton G =
(Qv,zv,fv,qO’V) = GF”Gﬁ Notice that a
state of GM is given by qv = (qr,qR), where
qr and qﬁ, are states of Gp and Gf‘,, respec-
tively, and qr = (q,q), where ¢ € Q and
qQ € {Nv F}

6: Verify the existence of a cyclic path cl =
(q%/v 0i, QQ/Ha ey lﬁ/v al, q7i/'); where Z 1> 07

m G]‘V/[ such that:

Jje{i,i+1,...,1} s.t. for some q{/,
(¢l = F) A(0; €%).

If the answer is yes, then L is not syn-
chronously diagnosable with respect to Ly, ,
Ly, Pp: ¥ =31, P : ¥ =35, P X5 —
X5, and Xy. Otherwise, L is synchronously

diagnosable.

In order to prove the correctness of Algorithm
1 we first present the following lemmas.

Lemma 1 Let Gy, be the automaton that models
the normal behavior of Gy, and Ly, be the lan-
guage generated by Gy, , for k = 1,2. Let Gﬁk
be the automaton obtained from Gy, by apply-
ing Step 4 of Algorithm 1, and L]]\?/,k be the lan-
guage generated by G]If}k, for k = 1,2. Then,
1 —1 -1
PIIPE, " (LE)NPE " (LE,) = PRPE (L6, )N
PE[P{ (L)), where P}t . ©%° — ¥x P

SR 3y, fork=1,2, and 2R =5k USR .

Proof: In order to show that Pf‘[PNl_l(L%l) N
-1 -1 -1
P, (LR,)] = PFIPY, (LR)INPRPE, (LF,)],
-1
we must only proof that PE[PF (LT ) N
—1 -1 -1
Py, (LR,)] 2 PEIPY, (LR)INPIPYE, (LR,
. -1 -1
since  PR[PY (LE) n PE (LE)] <
—1 —1 .
PRPY, (L)) N BPY, (LY, is  true,
according to equation (1).
Let s = 04,00, - . .0,, be a sequence of events
1 Z1
st. s € PR[PY (LR )] nPEPE " (LE.)]. Thus,
1 —1
s € POR[PII\?1 (Lﬁl)] and s € POR[PII\?2 (Lﬁz))].
Therlefore7 there exists at least one trace y; €
P (LE,), and one trace y, € P (LY ), such
that P,(y1) = Po(y2) = s. Since P,(y1) =
P,(y2) = s, y1 and yo can be written as
Y1 = V100, V200,U3...Un00, Unt1, and ys =
W10 0, W20 0yW3 -+ - WnTo, Wnt1s Wherefjli, w; € (BF\
o). li/{oreover, since y; € Pf\?l (Lﬁl), and
Yy € P]}\?Z (Lﬁz)7 v; and w; can be written as v; =
tlaﬁltgafg cooty, and w; = zla§1z2052 e Zpy
where aﬁj € Ef\%,l, t; € (Eﬁz \Eﬁl)*, ofj € Eﬁz,
and z; € (XF \ BX,)*. Therefore, there exists at
—1 —1 .
least one trace y € P (LR )N P (L)) with
the same observatio?las yrand yo. 1Since PE(y) =
s, then s € PR[PE (LR )N P{ (LE)], which
concludes the proof. |
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Lemma 2 Let Ly, be the language generated by
G, Then, PP (L) N PRPY, (L)) =
Po(P{H(Lny)) N Po(Py (L))

Proof: The proof is straightforward and will be
omitted due to lack of space. O

Theorem 3 Let Ly, denote the language gener-
ated by Gy, , for k = 1,2. Then, L is not syn-
chronously diagnosable with respect to Ly,, Ln,,
P ¥ = ¥, Py ¥ = X5, Py X = X7,
and X if, and only if, there exists a cyclic path
cd = (q%/,ai,q€/+1,...,q@,al,q{/) in GM, where
1 >1>0, such that:

Jje{i,i+1,...,1} s.t. for some q{,,
(¢ = F)A(0j € ). (3)

Proof: According to Definition 2, in order to
verify the synchronous diagnosability of the
language of the system L, it is necessary to
check if there exists a faulty trace st such that
P,(st) € P,(P; ' (Ly,)) N Py(Py *(Ly,)). Lemma
1 shows that PE[PF (LE) n PR (LE)] =
PERIPE (LR )] N PE[PE (LR )], and according
to Lemma 2, PE[PE " (LR )N PE[PE (LR )] =
P,(Py ' (Ln,)) N Po(Py (L)) There-
fore, PO(Pl_l(LJ\h)) n PO(P2_1(LN2)) =
PRIPE(LE) n PE(LE). Thus, in or-
der to check the synchronous diagnosability of L,
it can be verified if there exists a faulty trace st
such that P,(st) € PE[PE (LR )n P& (LR )]
Since the unobservable events of G¥ are renamed,
and hence, are private events of G&, it can be
seen that the verifier automaton G proposed
here is equal to the verifier automaton Gy
obtained by applying the method proposed in
Moreira et al. (2011) to a system whose faulty
automaton generates Lp and whose normal
behavior automaton generates Ly, . Moreover,
the same necessary and sufficient condition (3)
would be obtained by using the verification
method proposed in Moreira et al. (2011), which
concludes the proof. O

It is important to remark that Algorithm 1
for the construction of G} is polynomial in the
number of states of G, and Gy, and it is expo-
nential in the number of system components. The
synchronous diagnosability verification can be car-
ried out off-line, and, once the synchronous diag-
nosability is verified, the synchronous diagnoser
proposed in Cabral et al. (2015a), that has poly-
nomial growth in the number of states of G, and
G N, and in the number of system components, can
be used for on-line diagnosis. In the following ex-
ample, we illustrate the use of Algorithm 1 for the
verification of synchronous diagnosability.
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Figure 2: Automaton G of Example 1.

Example 1 Let Gy and G2, whose transition dia-
grams are shown in Figures 1(a) and 1(b), respec-
tively, be the components of a system G = G1||Gs.
Let¥ = {a,b,c,e,04,0¢}, o ={a,b,c, e}, Xyo =
{ow, 07}, Zp = {07}, 1 = {a,e,04,07} and
Yo ={a,b,c,0,}. In the first step of Algorithm 1
automaton G, shown in Figure 2, is computed.
In steps 2 and 3, automata Gy, Gn, and Gy, are
computed, and, in step 4, automaton GR, depicted
i Figure 3, is obtained. Notice that the gray
states of GX, and their corresponding transitions
labeled with observable events, are not in Gy. Fi-
nally, in step 5 of Algorithm 1, the synchronous
verifier automaton G, presented in Figure /4, is
computed. Notice that there are no cycles in G{‘f
that satisfies condition (3) of Theorem 3. Thus, L
is synchronously diagnosable with respect to Ly, ,
Ly,, Pp: ¥ = X7, Pp: X" > 35, P, X — X%,
and Xy.

4 Computation of the delay bound for
synchronous diagnosis

In this section, we propose an algorithm for
the computation of the delay bound n* for syn-
chronous diagnosis. This is an important issue,
since the synchronous diagnoser may consider nor-
mal traces that cannot be executed by the plant,
and that can have the same projection of a faulty
trace, i.e., the synchronous diagnoser may aug-

Figure 3: Automaton G& of Example 1.
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Figure 4: Automaton G{‘f of Example 1.

ment the delay for diagnosis of the fault events
of the system. If the delay introduced by the
synchronous diagnoser is exceedingly large, then,
even when the language of the system is syn-
chronous diagnosable, there may be no practical
application to this method. Thus, the computa-
tion of the delay bound is essential for the imple-
mentation of the synchronous diagnoser.

With a view to computing the delay bound
n*, it is necessary to compute first the maximum
number of events d that the system can execute af-
ter the occurrence of the fault event o, for which
there exist a faulty trace st € Lyp and a normal
trace w € Ly, with the same observation:

d = max{|[t] : (s € Lp)(st € L),
(Po(st) € Po(P (L)) N Po(Py M (L)) }-

In order to compute d, it is necessary to com-
pute the length of the longest path in a directed
acyclic graph (DAG) (Dasgupta et al., 2008), as
presented in Algorithm 2.

Algorithm 2 Length of the longest path in a di-
rected acyclic graph G.

Input: Directed acyclic graph G = (V, E).
Output: Length of the longest path in G, .

1: (v1,v9,...,v,;) = Topological Sort(G), where
v; €V, forjel,, andn=1|V|.
2: Forj=1,...,n:
l(vj) =14+ maz{l(v;) : (vi,v;) € E}.

3: 1= mazjer, l(v;) — 1.

It is important to remark that in the first step
of Algorithm 2, a topological sort is carried out.
The topological sort algorithm returns the linked
list of the vertices of a DAG G, such that if G
has an edge (u,v), then u appears before v in the
ordering (Dasgupta et al., 2008).

Notice that Algorithm 2 can be carried out
only if the graph is acyclic. Thus, the elimina-
tion of cyclic paths in G is necessary in order to
use Algorithm 2 to compute d. This can be done
by following the steps of Algorithm 3 presented
hereafter.
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Algorithm 3 Elimination of cyclic paths of GM .
Input: G¥ = (Qv,%v, fv,q.v), where Xy =
R UL UZE UZp.
Output: GnMd = (Qnd: Xr, fnda qo,nd)'
1: gonda = UR(qo,v,XF). Qna = {qona}-
2: For each state qy of Gy reached by an event
o€ Xp:
2.1: Compute gnqg = UR(qv,2F).
2.2: Qna = Qna Y {qna}-
8: For each qng € Qna and o € X define the

nondeterministic function fnq(qnd, o), as fol-
lows.

3.1: Compute
Qv={av €Qv:(3qv €gna)[fv(qv,0)=qv]}.

3.2: Compute
Qna ={UR(qv,XF) : qv € Qv }.

3.8: Define fna(qnd,o) = Qng.

In Algorithm 4, we present the steps to com-
pute the maximum number of events that can be
executed by the system after the occurrence of the
fault event oy, d.

Algorithm 4 Computation of d.

Input: GY,.

Output: d.

1: Mark all states of GM, whose components
have the label F.

2: Compute automaton G,q by eliminating from
GM, all states that are not marked and their
related transitions.

8: Compute the length d of the longest path in
G hq following the steps of Algorithm 2.

In Algorithm 4, automaton G,q is obtained
from G, by eliminating all states of G, and
their related transitions, that are not reached af-
ter the occurrence of the faulty event o¢. Thus,
all sequences in G,q are traces t € L* executed
after a faulty sequence s € L\ Ly. Therefore,
d represents the length of the longest trace t for
which there exist normal traces w € Ly,, where
P,(w) = P,(st), which violates definition 2.

Finally, algorithm 5 summarizes the proce-
dure for computing de delay bound for syn-
chronous diagnosis n*.

Algorithm 5 Computation of the delay bound
for synchronous diagnosis n*.
Input: G{‘,/[ .
Output: n*.
1: Compute GM, from G by following Algo-
rithm 3.
2: Compute d as presented in Algorithm 4.
8: Compute the delay bound for synchronous di-
agnosis n* = d + 1.

3179



XXI Congresso Brasileiro de Automatica - CBA2016
UFES, Vitéria - ES, 3 a 7 de outubro

Example 2 Consider the plant G = G;1||Ga,
whose components G1 and Gy are shown in Figure
1. As shown in FExample 1, L is synchronously di-
agnosable with respect to Ly, , Ln,, P1 : ¥* — X7,
Py ¥ = 35, P, : ¥ — X}, and Xy. Thus, the
delay bound for synchronous diagnosis n* can be
computed following the steps af Algorithm 5, which
results in n* = 4. The longest trace after the oc-
currence of the fault event o is obtained from the
synchronous verifier G shown in Figure 4, where
it can be seen that a deadlock state is reached after
traces t1 = ebc, to = bee orts = bec have been exe-
cuted after oy. Notice that the delay bound for the
monolithic diagnosis is also n* = 4, which shows
that, even with the possibility of the growth of the
observed normal language for synchronous diagno-
sis, the fault event can be diagnosed with the same
delay as using the monolithic approach.

The computation of the delay bound for syn-
chronous diagnosis has polynomial complexity in
the size of the plant model G. To confirm this
result, it is necessary to compute the complex-
ity of each step of Algorithm 5. 1In the first
step, automaton G%j is computed by eliminat-
ing all cyclic paths of G, as presented in Algo-
rithm 3. In the worst case, the number of states
of GM, is equal to the number of states of G,
and the number of transitions of GT% is, in the
worst case, equal to |Q¥|?> x |Zp|, due to the
fact that G is a nondeterministic automaton.
Since the number of states of G is bounded by
(IT—; |Qk]) x 2% |Q], then the computation com-
plexity of G2 is O (It 1Qx]) x 1QN)° x 3.

In step 2 of Algorithm 5 d is computed fol-
lowing the steps of Algorithm 4. This is done by
constructing automaton G,q, which is formed by
eliminating the states of G, that do not have
the label F', which can be executed in linear time.
Next, in step 3 of Algorithm 4, d is calculated us-
ing Algorithm 2. The computation of the length
of the longest path of a DAG can also be done in
linear time with the size of the DAG (Dasgupta
et al., 2008). Therefore, the complexity of Algo-

vithn 5 is O (((ITjey Q) x 1@ x [5).

5 Conclusions

In this paper, we propose a modification of the
synchronous diagnosability verification algorithm
presented in Cabral et al. (2015a). This modifica-
tion lies in the introduction of a renaming event
function of unobservable events, preventing the
use of observers, which have exponential growth.
We also propose an algorithm for the computation
of the delay bound for the synchronous diagno-
sis method, which can be used to evaluate if the
diagnosis delay added by this method allows the
implementation of the diagnoser.
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